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Staff Code of Conduct

Introduction

It is important that all staff working with children understand that the nature of their role and responsibilities
place them in a position of trust. This policy provides clear guidance on appropriate and safe behaviours for
all staff working at Caterham School. In so doing it also aims to minimise the risk of misplaced or malicious
allegations. All Caterham staff are expected to have read, understood and know how to access the following
policies and guidance documents (and their updates, as flagged by the School over the course of the year):

Safeguarding Policy

Whistleblowing Policy

Keeping Children Safe in Education Part | (incl. Annex A), Sept 2019
ICT Acceptable Use Policy for Staff, Visitors and Trustees
Social Media Policy for Staff

Health and Safety Policy

Restrictive Physical Intervention Policy

Intimate Care Policy

Disciplinary and Dismissal Procedure

First Aid Policy

Behaviour Policy

Educational Visits Policy

Anti-Bribery Policy

SCOPE AND PRINCIPLES

The welfare of the child is paramount.

» It is the responsibility of all staff to safeguard and promote the welfare of pupils
+  Staff who work with children are responsible for their own actions and behaviour and should avoid
any conduct which would lead any reasonable person to question their motivations

+  Staff should work and be seen to work in an open and transparent way
+  Staff should continually monitor and review their practice and ensure that they follow the guidance
contained in this document and other relevant policies

COMPLIANCE

This Code of Conduct forms part of an employee’s contract. Failure to comply with it and the associated
School policies (see required reading above) may result in disciplinary action being taken. The School reserves
the right to take legal action against staff where breaches of the code warrant such action.

TEACHING STANDARDS

Teachers make the education of their pupils their first concern, and are accountable for achieving the
highest possible standards in work and conduct. Teachers act with honesty and integrity; have strong
subject knowledge, keep their knowledge and skills as teachers up-to-date and are self-critical; forge
positive professional relationships; and work with parents in the best interests of their pupils. Caterham
School expects its teachers to be intellectually and academically active and to demonstrate the same
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intellectual curiosity expected of pupils. What follows below is drawn from the DfE’s Teachers’ Standards
guidance document, which can be found here.

All teachers at Caterham School are expected to:

I Set high expectations which inspire, motivate and challenge pupils

establish a safe and stimulating environment for pupils, rooted in mutual respect
set goals that stretch and challenge pupils of all backgrounds, abilities and dispositions
demonstrate consistently the positive attitudes, values and behaviour which are expected of pupils

2 Promote good progress and outcomes by pupils

be accountable for pupils’ attainment, progress and outcomes

be aware of pupils’ capabilities and their prior knowledge, and plan teaching to build on these

guide pupils to reflect on the progress they have made and their emerging needs

demonstrate knowledge and understanding of how pupils learn and how this impacts on teaching
encourage pupils to take a responsible, conscientious and self-evaluative attitude to their own work
and study

3 Demonstrate good subject and curriculum knowledge

have a secure knowledge of the relevant subject(s) and curriculum areas, foster and maintain pupils’
interest in the subject, and address misunderstandings

demonstrate a critical understanding of developments in the subject and curriculum areas, and
promote the value of scholarship

demonstrate an understanding of and take responsibility for promoting high standards of literacy,
articulacy and the correct use of standard English, whatever the teacher’s specialist subject

4 Plan and teach well-structured lessons

impart knowledge and develop understanding through effective use of lesson time

promote a love of learning and pupils’ intellectual curiosity

set homework and plan other out-of-class activities to consolidate and extend the knowledge and
understanding pupils have acquired

reflect systematically on the effectiveness of lessons and approaches to teaching

contribute to the design and provision of an engaging curriculum within the relevant subject area(s)

5 Adapt teaching to respond to the strengths and needs of all pupils

know when and how to differentiate appropriately, using approaches which enable all pupils to be
taught effectively

have a secure understanding of how a range of factors can inhibit pupils’ ability to learn, and how
best to overcome these

demonstrate an awareness of the physical, social and intellectual development of children, and know
how to adapt teaching to support pupils’ education at different stages of development

have a clear understanding of the needs of all pupils, including those with special educational needs;
those of high ability; those with English as an additional language; those with disabilities; and be able
to use and evaluate distinctive teaching approaches to engage and support them


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/665520/Teachers__Standards.pdf

Caterham School Staff Code of Conduct September 2019

6 Make accurate and productive use of assessment

know and understand how to assess the relevant subject and curriculum areas, including statutory
assessment requirements

make use of formative and summative assessment to secure pupils’ progress

use relevant data to monitor progress, set targets, and plan subsequent lessons

give pupils regular feedback, both orally and through accurate marking, and encourage pupils to
reflect on and respond to the feedback

7 Manage behaviour effectively to ensure a good and safe learning environment

have clear rules and routines for behaviour in classrooms, and take responsibility for promoting good
and courteous behaviour both in classrooms and around the school, in accordance with the School’s
behaviour policy

have high expectations of behaviour, and establish a framework for discipline with a range of
strategies, using praise, sanctions and rewards consistently and fairly

manage classes effectively, using approaches which are appropriate to pupils’ needs in order to
involve and motivate them

maintain good relationships with pupils, exercise appropriate authority, and act decisively when
necessary

8 Fulfil wider professional responsibilities

make a positive contribution to the wider life and ethos of the school

develop effective professional relationships with colleagues, knowing how and when to draw on
advice and specialist support

deploy support staff effectively

take responsibility for improving teaching through appropriate professional development, responding
to advice and feedback from colleagues

communicate effectively with parents with regard to pupils’ achievements and well-being

PROFESSIONAL BEHAVIOUR AND CONDUCT

I Treating others with dignity and respect

All staff are expected to treat other colleagues, pupils and external contacts, such as parents, with dignity and
respect. Unacceptable behaviour such as discrimination against protected characteristics (which include race,
gender, religion or culture, sexual orientation, disability or any special educational needs, or other physical
attributes), bullying, harassment or intimidation will not be tolerated. This includes physical and verbal abuse
and use of inappropriate language or unprofessional behaviour (including abusive emails) with colleagues,
pupils and parents.

2 Appropriate relationships, including physical contact and social media guidelines

a) Caterham School staff are expected to behave in an open and transparent way that would not lead

any reasonable person to suspect their actions or intent. We are in a position of trust and have a
duty to protect young people from discrimination and harm and to maintain appropriate professional
boundaries. This includes the use of inappropriate language. It is equally important for staff to avoid
behaviour that might be misinterpreted by others in order to protect young people and themselves.
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b)

d)

The relationship between staff and pupils is a professional one. It is fully expected — and, indeed,
hoped — that staff in the school have a friendly and caring relationship with pupils; nevertheless, the
basis of that relationship is professional not personal. It is suggested that a good test to apply is to
reflect on whether the child’s parents would be happy with the relationship if they were standing
with you.

A personal relationship between staff and a pupil is inappropriate unless it is with the full knowledge
and consent of the pupil’s parents or guardians. Circumstances in which such a personal
relationship may arise might be when your own children are friends with those in the school or
when you have a personal relationship with parents of children in the school. It is not normally
appropriate for a member of staff to meet with a pupil out of school hours or off school premises
except with the prior knowledge and consent of parents and the school.

All staff should clearly understand the need to maintain appropriate boundaries in their contact
with pupils. Any sexual activity between an adult and child with whom they work may be regarded
as a criminal offence and will always be a matter for disciplinary action. All children and young
people are protected by specific legal provisions in this respect regardless of whether the child, or
young person, consents or not. The sexual activity referred to does not just involve physical
contact including penetrative and non-penetrative acts. It may also include non-contact activities,
such as causing children to engage in, or watch, sexual activity.

In general, unnecessary physical contact with pupils must be avoided. However, there are
occasions when it is entirely appropriate and proper for staff to have physical contact with children,
but it is crucial that staff only do so in ways appropriate to their professional role. A ‘no touch’
approach is impractical for most staff and will be inappropriate in some circumstances. When
physical contact is made with pupils this should be in response to their needs at the time. It is not
possible to be specific about the appropriateness of each physical contact since an action that is
appropriate with one child in one set of circumstances may be inappropriate in another, or with a
different child. Staff should therefore use their professional judgement at all times. If a member of
staff believes that an action could be misinterpreted, the incident and circumstances should be
recorded as soon as possible and placed in the child’s file. The Headmaster must also be informed.
Children with special needs or very young children may require more physical contact to assist
their everyday learning and needs. The arrangements should be understood and agreed by all
concerned, justified in terms of the child’s needs, consistently applied and open to scrutiny (see
Intimate Care Policy, Restricted Physical Intervention and Early Years Policies). It is recognised
that some children may seek inappropriate physical contact. Staff should be particularly aware of
this especially when it is known that a child has suffered previous abuse or neglect. Such
circumstances must always be reported to the DSL.

Some staff, who work in certain settings, for example sports, drama or outdoor activities or teach
specific subjects such as PE or music, will have to initiate some physical contact with very young
pupils, for example, to demonstrate technique or adjust posture. Such physical contact should take
place only when it is necessary in relation to a particular activity. Any initiated contact should be
solely for the benefit and support of the child in that circumstance. It should take place in an open
environment, easily observed by others and last for the minimum time necessary.

All children have a right to safety, privacy and dignity when contact of a physical or intimate nature
is required. The views of the child should be actively sought, wherever possible; we all have our
own personal space that needs to be protected.

Over-familiar words and actions, displays of affection, discussion of one’s personal life or the
personal life of the pupil are almost always inappropriate. Sexual innuendo is wrong in all
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g)

h)

)

k)

circumstances. Staff must avoid actions, words or expressions that could be interpreted as
suggesting that they have an emotional relationship with any pupil. In the professional staff-pupil
relationship it is not appropriate to single a pupil out for favours or to suggest to a pupil that he or
she is a special friend.

Occasionally it is necessary for professional academic reasons for staff to communicate with pupils
out of school. Except where absolutely necessary, personal email addresses, home, mobile phone
numbers or text based messaging aliases must not be given, asked for or used. A staff mobile
phone number might be given to pupils for use during an educational visit; where possible, the
school mobile phone should be used for this purpose. Pastoral matters should not normally be
dealt with by personal email or using personal phone contacts. Only in the most exceptional
circumstances, for instance, where there is well-founded concern for the unexplained whereabouts
of a pupil, should pastoral matters be dealt with by personal email, using personal phone contact or
other personal communication tools. In any event, records of all contacts must be kept on the
pupil file so that if it is necessary to use email or personal contact, the reason why will be specified
in the written record. It is very difficult to envisage circumstances under which individual texting is
appropriate except through official school channels.

It is not normally appropriate for pupils to visit a member of staff in their own home. Such a visit
might be more likely within a boarding context where staff live on site and so might invite a group
of pupils— say, a tutorial group — to their house for a meeting or for a celebration. Where such a
visit does take place it must be with the full knowledge and consent of either the School or
parents or guardians. If possible, more than one adult should be present on such an occasion.

With older pupils, where a gathering is held as part of a celebration, it is generally advisable if that
is held on school premises. It is essential that professional criteria (e.g. all the pupils in a particular
teaching or tutorial group) rather than personal criteria (e.g. selected pupils only) are used for
inviting pupils, that the event is held openly, and that senior colleagues are aware of it. Staff on
such an occasion have a particular duty to ensure that the supply and consumption of alcohol is
appropriate, is responsible and falls within the law and the school’s guidelines on alcohol. As a rule,
staff should not consume alcohol whilst in the company of children. This includes educational visits
and celebratory functions. There will be occasional situations where alcohol is served either at a
meal or school function and in these instances should be approved by the Headmaster or Principal
Deputy Head in advance.

Wherever possible when working with pupils, other people (adults, colleagues or pupils) should be
present or the door should be open. All members of staff who, in the course of their professional
duties, need to work on a one-to-one basis with a pupil (e.g. a piano lesson, a maths tutorial, etc.),
must take care to ensure that the circumstances of the meeting or lesson are always entirely
professional. Staff are advised to use a room which has vision panels in the door or keep the door
open and ensure that colleagues know that the meeting or lesson is taking place. It is helpful if the
meeting or lesson can be arranged during normal school hours or immediately before or after
school when there are plenty of other people about. Similarly, where it is necessary for staff to
drive pupils in their own cars, e.g. to sporting fixtures, drivers should ensure they are not alone
with just one pupil, written parental consent should be obtained and a central dropping off point
arranged rather than home drops.

Staff must avoid threatening words, raised voices and any aggressive contact such as holding,
pushing, pulling or hitting, which could amount to or which could be interpreted as a criminal
assault.

Members of staff do have the right to use reasonable physical force to restrain pupils in order to
prevent them from committing a criminal offence, injuring others or themselves, damaging
property or behaving in such a way as to compromise good order and discipline. Current DfE
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guidance is contained in ‘Using Reasonable Force: Advice for headteachers, staff and governing
bodies’. Staff must also ensure they are familiar with the School’s physical restraint policy and
procedures document.

Social networking sites used for personal use, such as Facebook, Twitter, Instagram and other
social media, pose risks for all staff in terms of professional integrity and the welfare of pupils.

vi.

vii.

viii.

Staff must not use these sites to contact or communicate with pupils who have recently
left. Ex-pupils under the age of 18 or who are still in full time education should not be
communicated with via social media. Employees wishing to befriend pupils who are over 18
and who have left school should do so with extreme caution and with the knowledge that
any content posted on either the ex-pupil’s or their own social network may not only
compromise their own position but that of any colleagues with whom they are also friends
- and who may not want their content to be seen by any ex-pupil. Unfortunately some
pupils post information on their social networking sites which is inappropriate in language
or visuals. To view such pages may alter your judgment of pupils, to be known to be
viewing them may alter a pupil’s view of you, and to comment to pupils about what you
have seen is likely to have an impact on your professional reputation, as well as possibly
causing distress to pupils concerned.

Caution should also be taken when staff become friends with parents of children at the
school, or staff with children at the school, when posting or commenting on posts within
social media, and ensure that they do not put themselves at risk of any accusations or bring
their school into disrepute.

Should you become aware of material about yourself, the school, a pupil, a colleague or the
School, which is inappropriate, the Senior Leadership Team must be informed and they will
instruct a member of staff to check the allegations and inform the appropriate authorities.
You should not investigate it yourself.

Social networking sites used for professional use, such as LinkedIN, Twitter, YouTube, and
other social media pose risks for all staff in terms of professional integrity and the welfare
of pupils.

Before using social media for professional purposes, or as part of their teaching, staff
should seek guidance and training on the risks associated with using social media.

Staff should not follow pupils’ personal twitter feeds even though it is likely that pupils will
be following them. It may be appropriate to follow pupils if done as part of an educational
activity but this should be properly risk assessed and not using pupils’ personal accounts.
Staff are advised not to accept connection requests on sites such as LinkedIN from pupils.
Accepting requests from ex-pupils post 16 or 18 should be used with care and thought
given to how much information is visible to connections — phone numbers, email addresses
and so forth.

All content posted will be linked to you and your employer. Should you become aware of
material about yourself, a pupil, a colleague, or the School which is inappropriate, the
Senior Leadership Team must be informed and they will instruct a member of staff to
check the allegations and inform the appropriate authorities. You should not investigate it
yourself.

m) If you are at all concerned about anything which has occurred or which has made you
uncomfortable, you must discuss the matter with a senior colleague at the earliest opportunity
even if it turns out that nothing untoward has happened. You must make a written record, dated
and signed, of any such incident.

n) Where any allegation of abuse is made against a teacher, other member of staff or volunteer, the
School is committed to dealing with the allegation fairly, quickly and consistently, in a way that
provides effective protection for the child and at the same time supports the person who is the
subject of the allegation.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/444051/Use_of_reasonable_force_advice_Reviewed_July_2015.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/444051/Use_of_reasonable_force_advice_Reviewed_July_2015.pdf
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o) Staff will also find information relevant to staff-pupil relationships in the following policies:

= Safeguarding Policy

= Restrictive Physical Intervention Policy
= |CT Acceptable Use Policy

= Intimate Care Policy

3 Professional behaviour

Staff must not misuse or misrepresent their position, qualifications or experience or bring the reputation of
the School into disrepute. In some cases mediation might be appropriate. Most kinds of dispute can be
mediated if those involved want to find a way forward. Mediation is especially suitable when the aim is to
maintain the employment relationship. It can be used at any stage in a dispute but is often most effective if
used early on. It may not be suitable if you want to enforce a legal right or to decide the 'rights and wrongs'
of an issue. If you feel mediation might be helpful, please contact HR.

Unprofessional behaviour may lead to disciplinary action referral to other agencies.
4 Behaviour management

Where children display difficult or challenging behaviour, staff must follow the School’s Behaviour Policy and
Restrictive Physical Intervention Policy. The use of physical intervention can only be justified in exceptional
circumstances and must be used as a last resort when other behaviour management strategies have failed.

5 Criminal actions

School staff must inform the Headmaster, or in the case of the Headmaster the Trustees, immediately if they
are subject to a criminal conviction, caution, ban, police enquiry, investigation or pending prosecution which
may affect their DSC status or status under the Childcare (Disqualification) regulations 2009, or that of
anyone in their household. The Headmaster, or Trustees, will discuss this with the employee in the context
of their role and responsibilities in order to help safeguard children and other staff at Caterham School.

FIRST AID AND ADMINISTRATION OF MEDICATION

The school has a First Aid Policy which should be adhered to at all times. Some pupils may need medication
during school hours. This medication must only be administered by one of the allocated members of staff. If
a member of staff is concerned or uncertain about the amount or type of medication being given to a pupil,
this should be discussed with one of the Health Centre nurses and/or the parent/carer.

TRANSPORTING PUPILS

Caterham School often uses school minibuses to transport children to sports facilities, matches and
educational visits. Only those staff that hold the relevant driving licence and have had Caterham School’s own
training may drive the minibus (see the Health and Safety Policy for further details). Staff who are expected
to use their own vehicles to transport children should always consult the Estates Bursar (Peter Curtis).
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EDUCATIONAL VISITS AND AFTER-SCHOOL ACTIVITIES
The following is in addition to the guidance in the Health and Safety Policy.

Staff should take particular care when supervising pupils on trips and outings. Staff remain in a position of
trust and need to ensure that their behaviour remains professional at all times and stays within clearly defined
professional boundaries. When out of School activities include overnight stays, careful consideration needs
to be given to sleeping arrangements. In all circumstances, staff organising trips and outings must pay careful
attention to ensuring safe staff/child ratios, especially overnight, and follow all guidance given by Educational
Visits Policy and the EVCs (Cath Drummond and Howard Tuckett).

BOARDING HOUSES & Specialist Settings

Members of staff not directly involved with boarding are very welcome to visit boarding houses. Visitors
should only visit boarding houses when they have sought permission of, or been invited by, the Deputy Head
(Pastoral and Wellbeing) or the Head of House. Visitors should inform boarding staff when they arrive and
when they are leaving and should not enter study bedrooms without first informing the member of boarding
staff on duty.

The School has many specialist settings such as performing arts and music rehearsal areas. Staff are given
guidance detailing the additional measures taken to safeguard for example in one-to-one or off-site tuition
and performances away from the School. Wherever possible when working with students, other people
(adults, colleagues or pupils) should be present or the door should be open. All members of staff who in the
course of their professional duties need to work on a one-to-one basis with a student (e.g. a piano lesson, a
maths tutorial, etc.), must take care to ensure that the circumstances of the meeting or lesson are always
entirely professional. Staff are advised to use a room which has vision panels in the door or keep the door
open and ensure that colleagues know that the meeting or lesson is taking place. It is helpful if the meeting
or lesson can be arranged during normal school hours or immediately before or after school when there are
plenty of other people about. Similarly, where it is necessary for staff to drive students in their own cars, e.g.
to sporting fixtures, drivers should ensure they are not alone with just one pupil: written parental consent
should be obtained and a central dropping off point arranged rather than home drops.

DECLARATION OF INTERESTS

An employee is required to declare this where the group or organisation would be considered to be in
conflict with the ethos of the School. Membership of a trade union or staff representative group would not
need to be declared. Staff should also consider carefully whether they need to declare to the School their
relationship with any individual(s) where this might cause a conflict with school activities. For example, a
relationship with a Trustee, another staff member or a contractor who provides services to the School.

Failure to make a relevant declaration of interests is a very serious breach of trust and therefore if staff are
in doubt about a declaration, they are advised to take advice from the Headmaster or union. All declarations
should be submitted to the Headmaster in writing.

PROBITY OF RECORDS AND OTHER DOCUMENTS

The deliberate falsification of documents is not acceptable. Where an employee falsifies records or other
documents, including those held electronically, this will be regarded as a serious disciplinary matter and
potentially a criminal offence. Where an employee who has claimed any benefit, including housing benefit,
either directly or indirectly and has failed to disclose their full earning, this will be treated as gross misconduct
and the employee may be dismissed and referred to the Police.
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ANTI-CORRUPTION AND BRIBERY

It is the School’s policy to conduct all of our business in an honest and ethical manner. We take a zero-
tolerance approach to bribery and corruption and are committed to acting professionally, fairly and with
integrity in all our business dealings and relationships wherever we operate and implementing and enforcing
effective systems to counter bribery. The School will comply with the Bribery Act 2010, in respect of our
conduct both at home and abroad. See the Anti-Bribery Policy for further details.

USE OF SCHOOL CONTACTS

Apart from participating in concessionary schemed arranged by trade unions or other such groups, staff shall
not use School business contacts for acquiring materials or services at trade/discount prices for non-School
activities.

HEALTH AND SAFETY

Staff must adhere to the School’s Health and Safety Policy, procedure and guidance and must ensure that
they take every action to keep themselves and everyone in the school environment safe and well. This
includes taking immediate safety action in a potentially harmful situation (either at School or off-site) by
complying with statutory and School guidelines and collaborating with colleagues, agencies and the local
authority.

USE OF ALCOHOL AND ILLEGAL DRUGS

The Catering Manager of Caterham School is also a licensee. Consumption of alcohol is permitted on site at
selected School events and occasions. However, this must not adversely affect their efficiency and conduct.
lllegal drugs must not be consumed on the school premises at any time. If alcohol or drug usage impacts on
an employee’s working life, the school has the right to discuss the matter with the employee and take
appropriate action, having considered factors such as the School’s reputation and public confidence.

SMOKING

To promote a healthy and pleasant working environment and because of the fire risk, smoking is not allowed
anywhere on site, however, there is an outdoor designated smoking area, out of sight and out of bounds for
pupils. This also applies to e-cigarettes or the equivalent.

FOR EARLY YEARS SETTINGS

In order to comply with the requirements of the DfE Statutory Framework on EYFS, School staff must inform
the Headmaster should they be taking any medication which is likely to impair ability to look after children

properly.
USE OF SCHOOL PREMISES, EQUIPMENT AND COMMUNICATION SYSTEMS

This section is in addition to the IT Acceptable Use Policy for Staff, Visitors and Trustees listed in the
Introduction.

School equipment and systems (phone, email and computers) are available only for school-related activities
and should not be used for the fulfilment of another job or for personal use unless authorised by the
Headmaster. This includes photocopying facilities, stationery and premises. It also applies to access provided

10
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for remote use (e.g. hand-held portable devices) and to staff working outside of school premises and using
their own IT equipment. lllegal, inappropriate or unacceptable use of School equipment or communication
systems may result in disciplinary action and in serious cases could lead to an employee’s dismissal. This list
is not exhaustive and includes:

»  Creating, sending or forwarding any message that would reasonably be considered inappropriate or
unacceptable.

*  Access, publication or circulation of illegal, offensive, unacceptable, inappropriate or non-work
related material.

*  Any illegal activities.

»  Posting confidential information about the School and/or other staff, children or parents.

»  Unauthorized use of School facilities (or employees’ personal IT equipment) for personal use should
be minimal, during employees’ working time.

Staff receiving inappropriate communication or material or who are unsure about whether something h/she
proposes to do might breach this policy should seek advice from the Headmaster.

Caterham School reserves the right to monitor e-mails, telephone calls, internet activity or document
production, principally in order to avoid offensive or nuisance material and to protect systems from viruses,
but also to ensure proper and effective use of systems. Communication systems may be accessed when the
school suspects that the employee has been misusing systems or facilities, or for the investigation of suspected
fraud or other irregularity.

Passwords should not be shared and access to computer systems must be kept confidential. Breach of this
confidentiality may be subject to disciplinary action.

16. MOBILE TELEPHONES AND IPADS

In most cases mobile phones should be switched off whilst teaching and should not be used in front of pupils;
however the exception applies if required for School business or in other exceptional circumstances. Personal
calls on a mobile phone may be made in the staffroom or in the classroom during a break time when children
are not present. Private mobile phones must not be used to take photos of the children or record the
children without the prior knowledge and permission of a member of the Senior Leadership Team. Any
images of the children must be downloaded at the first available opportunity on to the School system and
then deleted from the mobile phone. Staff may keep their mobile telephones switched on for emergencies
when off site on School business.

17. SOCIAL NETWORKING WEBSITES

This section is in addition to the IT Acceptable Use Policy for Staff, Visitors and Trustees listed in the
Introduction.

Staff must not access social networking websites for personal use during work time. Access to some journals,
blogs and social networking sites is permitted during work time for the purposes of undertaking job related
duties only. Caterham School staff must act in the best interests of the school and not disclose personal
information or data about any individual including staff, pupils or parents. This includes images. Access may
be withdrawn and disciplinary action taken if there is a breach of confidentiality or defamatory remarks are
made about the school, staff, pupils or parents. Caterham School respects an employee’s private life.
However, it must also ensure that confidentiality and its reputation are protected. Staff using networking
websites in their private life:
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*  Must refrain from identifying themselves as working for the School, in a way which has, or may have,
the effect of bringing the school into disrepute.

»  Must not identify other School staff, children, parents or anyone associated with the school without
their consent.

» Must not make any defamatory remarks about the school, its staff, pupils, parents or anyone
associated with the School, or conduct themselves in a way that is detrimental to the School. Disclose
personal data or information about the school, staff, children, parents or anyone associated with the
school that could breach the Data Protection Act 1998, for example, posting photographs or images
of children or young people.

* Must not allow pupils, or parents, to access their personal social networking accounts and where
they are contacted by a pupil they should bring it to the Headmaster’s or Deputy Head’s attention.

»  Must ensure that privacy settings are set up on their accounts.
CONFIDENTIALITY

All staff of the School and the Trustees come into contact with a significant volume of data and information
in relation to pupils, staff, school activities and many other matters. There is an obligation to observe the
requirements of the Data Protection Act 1998.

MANAGING DATA

Under the Data Protection Act, staff are required to collect, maintain and dispose of sensitive or personal
data in a responsible manner. There is a shredding machine in the staff workroom.

DISCLOSING DATA

Staff should not disclose sensitive information about the school or its staff to other parties, for example
parents or colleagues. There are particular exceptions to this; for example, disclosure of suspected or alleged
abuse of a pupil to Child protection officers; discussion with a person accompanying or representing an
employee in a formal meeting or disclosure under the Whistleblowing Policy. All communication with the
media must be directed through the Headmaster or his nominee.

There are circumstances in which staff are obliged to release pupil data, for example, to parents or other
colleagues in the School seeking information about pupil progress.



